OcHOBBI HH(POPMAITMOHHOM 06€30MacCHOCTH
[Ipaktuka 3
Hara: 28.01.2026
Tema: zyuenue kpunrorpaduveckoro 3aKpbITHs HHPOpMAIHH
3amaya 1. B OC Ubuntu co3maTh OTKpBITBIA KJIHOY Ui aCHMMETPUYHOTO
mudpoBaHHUS.
IIpumeuanue. Hazoute ¢aiin, moammcaB paboTy CBOMM HMEHEM, HAMpUMED,
cryptoKeyByFirstnameSecondname
Pemenne.

CKpUHIIOTHI

Jena@jena-VirtualBox:7$% ssh-keygen -t rsa -b 4096 -m PEM —-f cryptokKey
Generating public/private rsa key pair.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in cryptokKey

Your public key has been saved in cryptokey.pub

The key fingerprint is:
SHAZ2S56:RIeTHXBOFUBVE inpakxzL 9K2yetbeyKIZvi1RL 1vr iScBe jena@jena-virtualBox
The key's randomart image is:

+———[RSA 4096] ————+

. .+0.+=00.
W= (e .
.. O .
.E . . . .
SO +0. 0O
O +++=..
= +B.. .
. = +0%k0 .
+.0=B+=0D
+————[SHAZ256] ————— +
Jjena@jena-virtualBox: ™% _

2]

Jdena@jena-virtualBox:7% 1ls -1la

nToro 124

drwu=<r—-xr-x 17 Jjena Jjena 4096 ceH 25 12:22

drwxr-=xr-x 3 root root 4096 okT 11 2022 55

-rw-r—-r—— 1 root root 270 ceH 11 12:45 0Ol-network-manager—-all.yaml
druxrw=<xr—-x 2 jena Jjena 4096 ceH 25 07:57 135

—-rwxr—-=r—-x 1 root root 16696 ceH 19 12:51 3. out
bash_history

-rw-—————— 1 Jjena Jjena 2381 ceH 25 08:46 .

-rw-r--r-— 1 jena Jjena 220 oKT 11 2022 .bash_logout
-rw-r——r—— 1 jena Jjena 3771 okT 11 2022 .bashrc
drw=r-xr-x 11 jena Jjena 4096 ceH 11 06:43 .cache
drwx<—————— 14 jena Jjena 4096 ceH 25 07:42 .config
—-rW——————— 1 Jjena Jjena 3243 ceH 25 12:22 cryptokKey

— [ == — 1 Jjena Jjena 746 ceH 25 12:22 cryptokKey.pub

drwx—————— 3 Jjena Jjena 4096 ceH 25 07:40 . 2nupg
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[#] Texcroswin penaxkTop ~ MNH, 25 ceHTabpa 12:32 e

cryptoKey.pub CoxpaHuTs

OTKpPbLITH - i3l

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAACAQDReE4/MSJI67eddcCFb6RKfg4fed4dY4AYO8a/ -
hR31LtEfttOodeYuTC/ -
= gBEcFtBnhowAS5sziU+OdRbAiN7zi1fzPD17K14IRZqg8aftjkk3zpzsxQPwKbn+m/ -

g TZSEONLIHCEWNTFEtXL2+1IGQmEp jO9DOdNoQFdhTqpAdYS8hTfuKNV+ZRawnLQ29QIHf3CcceMXzGp/ -
IzoWYDolcqyz40OnLusrgR2W3Ndsxc4hZ7hKrHNtksB4DMHVNeokpEtGLYQYGEZsWrw7q8QhH8a5XxuU3
qQmMwMNMADMLldpmvgW61g9iHm+7NkQ97B/ -
4vd4rtcHWa27vzdsV3676bRsgkKjDqDhQsZMOe jrCsSEnNJZa/ -
NnDO7ScCQe9bqFZgNwAwcd6nMvmNRYCR5znLtkRtnFgLvVk/ -
JTZ4te3XALTsSMXCS2K2rNP6NPUQLlLtwlAX43z1gTSed6gOQQmFiZaB7EY LLHHpOR4BtOOuq/ -

PIMSOVXdD/uC8cZx001Lb10BQQAemHBehX18hBBra7C1g6Csyv7TZKAw== jena@jena-

VirtualBox

(] TepmuHan ~ BT, 6 nekabpa 13:48

[+ jena@jena-VirtualBox: ~/135

TifJIsdd9DACLQG2NPLFKE97NaTelLB+ey2te6AAYs4FQ2zL8Gc3Y013GK7nAymKHH
jxjdHE®6QgaFEmM9PMfOALl+a6t1GcObrKPmPFisSmQB6D9kxXT /sKV8HWNuUJIV+up6t
LkFUzn7CTN1n+8hNi1U9ZwvjqfHLCDaX j10RH4uLnyXyaGilwbzfNvf4jG/2vCoNw
28e/pkOcKlzd2x5mpA83Ioovr3e@S7LuRIc+y5SRfoF JGHKOAWFps+0tgXmVeF9MW
vsKk4LKwfQUOi3fgVIitM+3/qzuqd®40uqALquhYbD1ASXUF31dYd/G8mBCcW6U7qPV
HlwSYQKCAQEAG5n02g2u91GoRmMNNWIPF560qZs tPufxv+XLCsXkhMiU+TIDcL13U
umUXEdQy41piIKa00LH31ho/PPeC+zH2HYSWyr1tGDrG5e9I1ZLVaYcYdwctGsXm
ZG67075kIp8aYQt+yApx+v28ar3M+sZVtuCGhyZphal+MLIJjDDOfmNjSMzdupG2D
MetAC9hzuwDVzNUkJI6tuhCGAC/IXMLIWrI9fOFgyN8xrZSYCWBqQToL+pFVOssaBG
C5NAF023cDgtweC1p+xGX+5gv9tDOalleW6HWZDenJIHIXLYBpsKp3wipxVIDPjSe
kewK2BjU3LivU4QzxcM/2sWcDfxpBRXBPQKCAQEASygtAD+E1qVQRZdjpAHNH]IV
egrurPHb21d1N40AI51g1WzIP3CmOhZUXolm4uIh+Iktrae9X3I1V+0snyN/RQ7g0
1Ryi1LJI7XgUNtroxjLEMsfo0/EHZEVhOHL7KI7RIBgBIggfLQK59VZ2rSFYsq/gAl
Vxof0Ika3vWrKTPJ0zSxQsv8mCLlXvbY/1+GhcB+2yAY2NOudBYCvoAUSVXxTFiikks8
XVUN42yod8X+mGN64QSIKzBHjT+TeilQBvaVK6Ah4MNyDFXfziYwgt702Wm8 /TRs3
kaCx19LVXznVsyR13cz730sM516BiTuRfGD+u1IbIxcoAYh058eMO6h8VWKG/Q==

END RSA PRIVATE KEY

- $ cat cryptoKey.pub
ssh-rsa AAAAB3NzaC1lyc2EAAAADAQABAAACAQCGGP1s9DBM817Qw1/y0/HPRSNQZhL jGEQW8cGQr37
nJUBvQjryQ9H6aCdKB714RuSMcOUBhaJlUjZRPz2mwUg2YOQmcIgAe2gsvgL1ZOvVmzFAhk8WDjjYeK+
ncnjsRm2wPpwg6HeFC46nZqFiFe /m5Gy2nB0O/QHA83rZAUiluoD1sPY6P4rfzDezQ/ /X8P4DFbf19ZXz
h1L1HL6RbVO8uU1Sv4MxXC63SW406zevUPXwqbF1ES3NrLNFQqyIHXFWRZ1W88UsSTSIScvGyBmCZIFX ]
AovflqJJotDSNdyD+FvIN9kiQM8QmCu8Q/HqQEKkb+b20Y24WEOR4AH jdBUSh8UUKKTLr TpmuNS5I+cC
copPWwjhj2vxqIAgdM+F4Q9f3fk6pKrzSCs9VZmt3BxFXF1CTgS6anRBOhOs72g4uJYKJuoNUF3N6PF
yk4XwgFn5BF/jgxfstpZ083ICjJhoyAmbTemjo+yut+BL/9/1TfDyz0z7+WSgHChSK4Vq/1lyBKA2Pdy
ETMt1CZzfC1w21+EQVj9L+1Ye40jwlMy990KI95U9N2SEgp6sAarcA4ZT4xh9ajcNyxdI5SRbodcViWP4
em21lqtswMseUb161xwVz+/9ZbyjbEJcyxXGSGpyNNO6Pq2DB36V+PKpLKC5EIGIPH1hCOU2TZzaTNjuf;
vxrPQfAtWTQ== jena@jena-VirtualBox
: $

HcxonHbIi KO

ssh-keygen -t rsa -b 4096 -m PEM -f cryptoKey



Ctrl+Alt+F2 - [nepexJiodyeHMe M3 BUPTYyaJIbHOM KOHCOJNM B I'pabmuueckun
nHTepderc Ubuntu

BriBob1

/3

3anava 2. BeIMoOMHUTE IEPEKOIUPOBAHUE OTKPHITOTO Kitoua B popmat PKCSS.
Pemenue.

CKpUHIIOTHI

u untu2022 [Pab

Jenaﬁjena VirtualBox:"% ssh-keygen —-f cryptoKey.pub —-e —-m PKCS8 > cryptoKey.public
Jena@jena-virtualBox:7% 1s -1la

nToro 128

druxr-xr-x 17 jena jena 4096 ceH 25 12:39 5

drwxr—-xr-x 3 root root 4036 okT 11 2022 ..

-rw-r——-r—-- 1 root root 270 ceH 11 12:45 o0Ol-network-manager-all.yaml

drwxrwxr-x 2 jena jena <4096 ceH 25 07:57 135

—rwxr-xr-x 1 root root 16696 ceH 19 12:51 =.out

—-rw——————— 1 jena jena 2381 ceH 25 08:46 .bash_history
-ruw-r--r—-— 1 jena jena 220 okT 11 2022 .bash_logout
-rw-r——r—— 1 jena jena 3771 okT 11 2022 .bashrc
drux<r-xr-x 11 jena jena 40396 ceH 11 06:43 .cache
druwx—————— 14 jena jena 4096 ceH 25 07:42 _config
=== 1 jena jena 3243 ceH 25 12:22 cruptokey
-rw-r—--r—-- 1 jena jena 746 ceH 25 12:22 cryptokKey.pub
-ru-rw-r—-— 1 jena jena 800 ceH 25 12:39 cryptokKey.public
druwx—————-— 3 Jjena jena 4096 ceH 25 07:40 . €nupg
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[#] TekcTosbin pepakTop ~ MNH, 25 ceHTa6pa 12:46 @

cryptoKey.public

OTKPbITH > g ~1 CoxXpaHuUTb

2
2 MIICIjANBgkghkiGO9wOBAQEFAAOCAg8B8AMIICCgKCAgEAOXhOPZELieu3nXXAhW+ks
; 3 N40H3UuHWOAGDVGV4UdS5bRH7bdHXmLKkwv6gRHBbQZ4aMAObM41P jNUWWIpP+84n8zw
D 4 SseypeCEWavGn7Y5IN86c7MUD8CMS /pv@2eRPZ4hwhMI37cS9voiRqphKY/Q9HTaE
5 BXYU6QQHWPIU371jVFfmUWsJIyONVUCB39wnHHjF8xqfyM6FmMA6IXKss+NJy7rK4Ed
6 LtzXbMX0OIWed4SqxzbZLAeAzB7zXqIKRLRpckGBhGbFQ806VEIR/GUVINSZEV191lu
7 kpkcmyY9cCDONn9a7EhCLIhsaDSdduqsJHdgOsS47eviouWKqe509KyV1lI jcmgeIaHk
8 gddBySEVGtpIcslVsj+9XIOI+4m8UdQycSQfelLd4ejxix4w99QVbtR26U29b5r jMb
9 SWWRRbbBGHDPKwuJbD5AU9v6psDIzAAzZzIXaZr4FuooPYhSvuzZEPewf+L3eK7XB1
10 mtulc3bFd+u+mObIJICow6g4ULGTDNO6WIrORIZSWWV5SWI900nAkHVW6hWYDCcAMHHep
11 zL5jUcgkec5y7ZEbZXxYC71ZP402elLXt1wIk7IlwktitqzT+jT7kIbcIQF+N89YE®
12 nneoNEEJhYmWgexGISxx6TkeAbdDrqv6SDEtFV3Q/7gvHGcdNNS29dAUEAHphwXo
13 V5FfIQQa2uwtYOgrMr+02SgMCAWEAAQ==
- 14 ----- END PUBLIC KEY-----

() TepmuHan v BT, 6 nekabpa 13:50 PO DT ]
[+1 jena@jena-VirtualBox: ~/135 o X

ETMt1CZzfC1lw2i+EQVj9L+1Ye40jwlMy990KI95U9N2SEgp6sAarcA4ZT4xh9ajcNyxdI5RbodcViWP4
em21lqtswMseUb161xwVz+/9ZbyjbEJcyxXGSGpyNNO6Pq2DB36V+PKplkCS5EJGIPH1hCOU2TZaTNjuf
vxrPQfAtWTQ== jena@jena-VirtualBox

- $ ssh-keygen -f cryptoKey.pub -e -m PKCS8 > cryptoKey
.public

SELL
nToro 24
drwxrwxr-x jena jena 4096 pek 13:49 ./
drwxr-xr-x jena jena 4096 pgek 13:31 /
jena jena 3247 pek 13:41 cryptoKey

~-fW-r--r-- jena jena 746 pek 13:41 cryptoKey.pub
~TW-TW-r-- jena jena 800 pgek 13:49 cryptoKey.public

~-TW-TW-r-- jena jena 165 pgek 6 13:37 message.txt
- $ cat cryptoKey.public

BEGIN PUBLIC KEY
MIICIjANBgkqhkiGOwOBAQEFAAOCAG8AMIICCGKCAGEAOBj4rPQWTPIUOMNTSjvX
ZOUjUGYS4xhKsPHBkK9+5yVAbOI68kPR+mgnSge4uEbk jHNFAYWiVI2UT89psSFIN
MNEINCIAHtoLL4C5WTr1ZsxQIZPFg442Hivp3J47EZtsD6cIOh3hQuOp2ahYhXv5
URstpwdPOBWPN62QFIrqA9bD20j+K38w3s0OP/1/D+A3234vWVB4ZS5R5ekW1TvLt
Ur+DMVwut@luNOs3r1D18KmxdREtzayzRUKsS1B1XCEWYLVvPFLEOi1UNLXSgZgmSBC
YwKL35a15aLQ0jXcg/hb5TfZIKkDPEJIgrvEPXx6kBCpG/m9qGNUMBKEeAB43QVLIFF
FJJES5a06Zr jUuSPNHKKT1sI4Y9r8ai1AIHTPheEPX9350q5q80grPVWZrdwcRVxYg
k4EumpOQTodLO900L1WCibqDVBdze jxcpOF8IBZ+QRT44MX7LaWTvNyAoyYaMgIm
03po6PsrrfgS//f5U3w8szs+/1koBwoUiuFav5cgSgNj3chEzLdQmec3wtcNovhKl
Y/S/tWHUKI8ITMvFTi1PeVPZ9khIKerAGq3AOGU+MYfWo3DcsXSOUWGHXFVj+Hpt
parbMDLH1G9epccFc/v/WW802XxCXMsVxkhqcjTdOj6tgwd+1f jyqZZAuRCRiDX9Y
QtLtk82kzY7n78az0OHWLVKOCAWEAAQ==

END PUBLIC KEY

HcxonHEbIN KO

ssh-keygen -f cryptoKey.pub -e -m PKCS8 > cryptoKey.public

BriBoabI

/3

3amaua 3. Co3gaTh COOOIIEHHE B TEKCTOBOM (hailyie W mepeuMeHoBaTh (ailm ¢

3aKPBITHIM KJIIOYOM C paciiupeHremM private.



IIpumeuyanue. HazoBute ¢aiin, moamucaB paboTy CBOMM HMEHEM, HaIlpHMeEp,
MessageByFirstnameSecondname.txt. B magano ¢aiina nqo6asere moamucu «\Work
by Firstname Secondname!», «Pa6ora Mms damumus!y .

Pemenue.

CKpUHIIOTHI

(-] TepmuHan v BT, 6 nekabpsa 13:33

[+ jena@jena-VirtualBox: ~/135
+9

“-fW-r--r-- 3771 okT 11 09:40 .bashrc

drwxr-xr-x 4096 okT 17 12:45 /
4096 okT 17 12:53 /
4096 pek 6 13:30 /

drwxr-xr-x 3 4096 okT 17 12:12 /

-TW-r--r-- 807 okT 11 09:40 .profile

4096 okT 17 12:15 /

® okT 17 12:17 .sudo_as_admin_successful

4096 okT 17 12:58

4096 okT 17 12:12

4096 okT 17 12:12

4096 okT 17 12:12

4096 okT 17 12:12

4096 okT 17 12:12

4096 okT 17 12:12

4096 okT 17 12:12

4096 okT 17 12:12

cd 135

SELL

N =

~fW-F--T--
drwxrwxr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x

NNNNNNNNNRS

nToro 8
drwxrwxr-x 4096 gek 6 13:31
drwxr-xr-x 4096 gek 6 13:31
$ touch message
S 11
ntoro 8
drwxrwxr-x 2 4096 gek 6 13:32
drwxr-xr-x 17 4096 pek 6 13:31
“fW-rw-r-- 1 © nek 6 13:32 message.txt

S |




0630p () Tepmunan v BT, 6 Aekabpa 13:38

*$ B jena@jena-VirtualBox: ~/135

drwxr-xr-x jena 4096 okt 17 12:12
drwxr-xr-x jena 4096 okt 17 12:12
drwxr-xr-x jena 4096 okt 17 12:12
drwxr-xr-x jena 4096 okt 17 12:12
drwxr-xr-x jena 4096 okt 17 12:12
drwxr-xr-x jena 4096 okt 17 12:12

:~$ cd 135

Sl

nToro 8
drwxrwxr-x 2 jena 4096 gex 6 13:31 ./

V4
drwxr-xr-x 17 jena 4096 pgek 6 13:31 /
- $ touch message.txt

$ 11
nToro 8
drwxrwxr-x 2 jena 4096 gek 6 13:32 ./
drwxr-xr-x 17 jena 4096 gek 6 13:31 /
-fTW-rw-r-- 1 jena 0 aek 6 13:32 message.txt
- $ cat > message.txt
Alex to Ustas
Top Secret
The quick brown fox jumps over lazy dog.
Cbewb ewd 3TUX MArKMX ¢paHuy3ckux Oynok, Aa Bbinen 4aw.
B
$ cat message.txt
Alex to Ustas
Top Secret
The quick brown fox jumps over lazy dog.
Cbewb ewd 3TUX MArkMx ¢paHuy3ckux Oynok, Aa Buinen 4aw.

shomes jienasmessage . txt

Jjamps owver the 1

.
Jdena@jena-VirtualBox:7$ 1s

Ol-network-manager—-all.yaml cryptoKey. pub test

il == cryptokKey.public testl.c
messagel.txt Brnaeo

cryptokKey message.txt AODKYMEeHTbI

Jdena@jena-virtualBox:7$ mv cryptokey cryptokKey.private
Jdena@jena-virtualBox:7$ 1s

Ol-network-manager—-all.yaml cryptokKey.pub test

135 cryptokKey.public testl.c
messagel.txt Bwaeo

cryptokey.private message. txt AoKUMEH TSI

Jdena@jena-virtualBox: %



() Tepmunan v BT, 6 nekabpa 13:56
jena@jena-VirtualBox: ~/135

jena 3247 pek 6 13:41 cryptoKey
“~fW-F=--F-~ j jena 746 pgek 6 13:41 cryptoKey.pub
“-TW-TW-r-- j jena 800 gek 6 13:49 cryptoKey.public
-rw-rw-r-- 1 jena jena 165 pgek 6 13:37 message.txt
- $ cat cryptoKey.public
BEGIN PUBLIC KEY
MIICIjANBgkqhkiGOwOBAQEFAAOCAG8AMIICCgKCAQEAOBj4rPQWTPIUOMNT8jvX
zOUjUGYS4xhKsPHBkK9+5yVAbOI68kPR+mgnSge4uEbk jHNFAYWLVI2UT89pSFIN
MNEJINCIAHtoLL4CS5WTr1ZsxQIZPFg442Hi1vp3J47EZtsD6cI0h3hQuOp2ahYhXv5
URstpwdPOBWPN62QFIrqA9bD20j+K38w3s0OP/1/D+A3234vIWVB4ZS5R5ekW1TvLt
Ur+DMVwut@luNOs3r1D18KmxdREtzayzRUKsS1B1XCEWYLVvPFLEO1UNLXSgZgmSBC
YwKL35a1SaLQ®jXcg/hb5STfZIkDPEJgrvEPX6kBCpG/m9qGNUuMBKEEAB43QVLITF
FJJE5a06Zr jUuSPNHKKT1sI4Y9r8aiAIHTPheEPX9350q5q80grPVWZrdwcRVXYg
k4EumpOQTodLO900LiWCibgDVBdze jxcpOF8IBZ+QRf44MX7LaWTvNyAoyYaMgIm
03po6PsrrfgS//f5U3w8szs+/1lkoBwoUiuFav5cgSgNj3chEzLdQmc3wtcNovhKl
Y/S/tWHUKI8ITMvFTi1PeVPZ9khIKerAGq3AOGU+MYfWo3DcsSXSOUW6HXFVj+Hpt
parbMDLHLG9epccFc/v/WWB802xCXMsVxkhqcjTdOj6tgwd+1fjyqZZAuRCRiDX9Y
QtLtk82kzY7n78azOHWLVKOCAWEAAQ==
END PUBLIC KEY
$ mv cryptoKey cryptoKey.private
$ 11
nToro 24
drwxrwxr-x 2 jena j 4096 pek . /
drwxr-xr-x 17 jena j 4096 pek : /
1 jena j 3247 pek g cryptoKey.private
-rw-r--r-- 1 jena j 746 pek : cryptoKey.pub
-rw-rw-r-- 1 jena j 800 pek : cryptoKey.public
-rw-rw-r-- 1 jena j 165 pek 2 message. txt

$

TepMuHan v BT, 6 nekabpa 13:59

[+ jena@jena-VirtualBox: ~/135

03po6PsrrfgS//f5U3w8szs+/lkoBwoUiuFav5cgSgNj3chEzLdQmc3wtcNovhKl
Y/S/tWHUKI8ITMVTTi1iPeVPZ9khIKerAGQ3A0GU+MYfWo3DCcSXSOUW6HXFVj+Hpt
parbMDLH1G9epccFc/v/WW802xCXMsVxkhqcjTdOj6tgwd+1fjyqZZAuRCRiDX9Y
QtLtk82kzY7n78az0OHWLVKOCAWEAAQ==
END PUBLIC KEY

$ mv cryptoKey cryptoKey.private

$ 11
nToro 24
drwxrwxr-x 2 jena j 4096 pek 13:56 ./
drwxr-xr-x 17 jena jena 4096 pgek 13:31 /

1 jena jena 3247 pek 13:41 cryptoKey.private
-rw-r--r-- 1 jena jena 746 pek 13:41 cryptoKey.pub
-rw-rw-r-- 1 jena jena 800 pgex 13:49 cryptoKey.public
-rw-rw-r-- 1 jena jena 165 gek 6 13:37 message.txt
: S openssl rsautl -encrypt -pubin -inkey cryptoKey.pub

lic -in message.txt -out EncryptedMessage. txt

S s
cryptoKey.private cryptoKey.public message. txt
cryptoKey.pub EncryptedMessage txt

$ cat EncryptedMessage. txt
2¢LerOeeb; o7oo7c}o[2<oncm ©0oYo<ooMooo>0Boowyoeoe %o ,=Ueeoueio[ee'0eDyeooXooeR'
©I106\neGooo~Ne 000055 2000
0/00>0500Y0! 001000000000
-Koo - 000600SA70s1Trel! 0000(0002~0#900060' 0<006GhHoooMoo&eoIncH[ ¢0<Lbovooxe08

o
o*000gevi~ee500200y9
000U 0000 [ 0& oo 0AX0oe0egeed jhremae~eeSnee

oRelW
0000J00}n G+eelKeeoCCoSe0a*eeoooeegooeene " eohdee AR S I
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cryptoKey.private cryptoKey.public message. txt
cryptoKey.pub EncryptedMessage txt

$ cat EncryptedMessage. txt
2¢LerOeeb;e7¢e? c}¢[2<oncm ooeYo<ooMooo>oBoowyoooo %o ,=uoooueie[ oo '0oDyoooXoooR'
0106\noGooo~No_¢ooo§;7000
0/06>05600Y0! 007000000000~
-Koo - 00000sATes1Trel! 060e(0062~6#966066' 0<0600GhHeooMoo&eoIncH[ ¢0<LboooexWe08

o
o*e0ogovi~ee50e200y9
000U 0000 /0& oo 0Axee0egeed jhhemae~eeSeee

oRelW

$ openssl rsautl -decrypt -inkey cryptoKey.private -i
n EncryptedMessage. txt -out DecryptedMessage.txt

S
nToro 32
drwxrwxr-x 2 jena jena 4096 pek 14:03 ./
drwxr-xr-x 17 jena jena 4096 pek 13:31 /

1 jena jena 3247 pek 13:41 cryptoKey.private
1 jena jena 746 pek 13:41 cryptoKey.pub

-rw-rw-r-- 1 jena jena 800 pgek 13:49 cryptoKey.public
-r'w-rw-r-- 1 jena jena 165 pgek 14:03 DecryptedMessage. txt
-r'w-rw-r-- 1 jena jena 512 pgek 13:59 EncryptedMessage.txt
-fTW-rw-r-- 1

jena jena 165 pgek 6 13:37 message.txt
- $ cat DecryptedMessage.txt

Alex to Ustas

Top Secret

The quick brown fox jumps over lazy dog.

Cbeub ewé 3TUX MArkux ¢paHuysckux Oynok, Aa Bbinen 4Haw.



Hcxomusiil ko

touch messageByFirstnameSecondname.txt
cat > messageByFirstnameSecondname.txt
### TexcT cexpeTHOTO coobmeHMa ###
mcedit message.txt

mv cryptoKey cryptoKey.private

openssl rsautl -encrypt -pubin -inkey
cryptoKeyFirstnameSecondname.public -in
messageByFirstnameSecondname.txt -out
EncryptedMmessageByFirstnameSecondname. txt

cat EncryptedMmessageByFirstnameSecondname.txt
openssl rsautl -decrypt -inkey
cryptoKeyFirstnameSecondname.private —-in
EncryptedMmessageByFirstnameSecondname.txt -out

DecryptedMmessageByFirstnameSecondname. txt

cat DecryptedMmessageByFirstnameSecondname. txt
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S ssh-keygen --help
unknown option --
usage: ssh-keygen [-q] [-b bits] [-C comment] [-f output_keyfile] [-m format]

ssh-keygen

ssh-keygen
ssh-keygen
ssh-keygen
ssh-keygen
ssh-keygen
ssh-keygen
ssh-keygen
ssh-keygen
ssh-keygen
ssh-keygen
ssh-keygen
ssh-keygen
ssh-keygen
ssh-keygen
ssh-keygen

ssh-keygen
ssh-keygen
ssh-keygen

ssh-keygen

dsa | ecdsa | ecdsa-sk | ed25519 | ed25519-sk | rsa]
new_passphrase] [-0 option] [-w provider]

[-f keyfile] [-m format] [-N new_passphrase]

-P old_passphrase]

[-f input_keyfile] [-m key format]

[-f input_keyfile] [-m key_format]

[-f input_keyfile]

[-C comment] [-f keyfile] [-P passphrase]

[-v] [-E fingerprint_hash] [-f input_keyfile]

[-f input_keyfile]

pkcsi11

hostname [-1v] [-f known_hosts_file]

[-f known_hosts_file]

[-w provider]

hostname [-f known_hosts_file]

hostname [-g] [-f input_keyfile]

generate [-0 option] output_file

screen [-f input_file] [-0 option] output_file

certificate_identity -s ca_key [-hU] [-D pkcsil_provider]
[-n principals] [-0 option] [-V validity_interval]
[-z serial_number] file ...
-L [-f input_keyfile]
-A [-f prefix_path]
-k -f krl_file [-u] [-s ca_public] [-z versigp_number]
file TC. ;
-Q -f krl_file file ...

e R W i, T Yy R i R R, R
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option allows exporting OpenSSH keys for use by other programs,
including several commercial SSH implementations.

-F hostname | [hostname]:port
Search for the specified hostname (with optional port number) in
a known_hosts file, listing any occurrences found. This option
is useful to find hashed host names or addresses and may also be
used in conjunction with the -H option to print found keys in a
hashed format.

-f filename
Specifies the filename of the key file.

Use generic DNS format when printing fingerprint resource
records using the -r command.

Hash a known_hosts file. This replaces all hostnames and ad-
dresses with hashed representations within the specified file;
the original content is moved to a file with a .old suffix.
These hashes may be used normally by ssh and sshd, but they do
not reveal identifying information should the file's contents be
disclosed. This option will not modify existing hashed host-
names and is therefore safe to use on files that mix hashed and
non-hashed names.

When signing a key, create a host certificate instead of a user
certificate. Please see the CERTIFICATES section,for details.
792 lines --18%
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: $ openssl -h
Invalid command '-h'; type "help" for a list.

: $ openssl help
Standard commands
asnlparse ca ciphers cms
crl crl2pkcs7 dgst dhparam
dsa dsaparam ec ecparam
enc engine errstr gendsa
S genrsa help list
nseq ocsp passwd pkcs12
pkcs7 pkcs8 pkey pkeyparam
pkeyutl prime rand rehash
req rsa rsautl s_client
s_server s_time sess_1id smime
speed spkac srp storeutl
ts verify version X509

Message Digest commands (see the “dgst' command for more details)
blake2b512 blake2s256 gost md4

md5 rmd160 shail sha224
sha256 sha3-224 sha3-256 sha3-384
sha3-512 sha384 sha512 sha512-224
sha512-256 shake128 shake256 sm3

Cipher commands (see the “enc' command for more details)

aes-128-cbc aes-128-ecb aes-192-cbc aes-192-ecb
aes-256-cbc aes-256-ecb aria-128-cbc aria-128,¢fb.
aria-128-cfbi aria-128-cfbs aria-128-ctr aria-128;ecb
aria-128-ofb aria-192-cbc aria-192-cfb aria-192-cfbil
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OpenSSL> rsautl

no keyfile specified

unable to load Private Key

error in rsautl

OpenSSL> rsautl -help

Usage: rsautl [options]

vValid options are:
-help Display this summary
-in infile Input file
-out outfile Output file
-inkey val Input key
-keyform PEM|DER|ENGINE Private key format - default PEM
-pubin Input is an RSA public

jena@jena-VirtualBox: ~/135

$ openssl

-ssl
-raw
-pkcs
-oaep
-sign

Use SSL v2 padding
Use no padding

Use PKCS#1 v1.5 padding (default)

Use PKCS#1 OAEP
Sign with private key

-verify
-asnlparse
-hexdump

Verify with public key
Run output through asniparse; useful with -verify
Hex dump output

<
% -certin Input is a cert carrying an RSA public key

-x931 Use ANSI X9.31 padding

-rev Reverse the order of the input buffer

Encrypt with public key

Decrypt with private key

Input file pass phrase source

Load the file(s) into the random number. generator

-encrypt
-decrypt
-passin val
-rand val

0630p (-] TepmuHan v BT, 6 nekabpa 14:24 env L DI ]
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OpenSSL OPENSSL(1SSL)

NAME
openssl - OpenSSL command line tool

SYNOPSIS
openssl command [ command_opts ] [ command_args ]

openssl list [ standard-commands | digest-commands | cipher-commands |
cipher-algorithms | digest-algorithms | public-key-algorithms]

openssl no-XXX [ arbitrary options ]

DESCRIPTION
OpenSSL is a cryptography toolkit implementing the Secure Sockets
Layer (SSL v2/v3) and Transport Layer Security (TLS v1) network
protocols and related cryptography standards required by them.

The openssl program is a command line tool for using the various
cryptography functions of OpenSSL's crypto library from the shell. It
can be used for

o Creation and management of private keys, public keys and parameters
o Public key cryptographic operations
o Creation of X.509 certificates, CSRs and CRLs
o Calculation of Message Digests
a'e o Encryption and Decryption with Ciphers

sns 0 SSL/TLS Client and Server Tests -
. Manual page openssl(1ssl) line 1 (press h for help or q to quit)
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Generate pseudo-random bytes.

rehash
Create symbolic links to certificate and CRL files named by the
hash values.

req PKCS#10 X.509 Certificate Signing Request (CSR) Management.
rsa RSA key management.

rsautl
RSA utility for signing, verification, encryption, and decryption.
Superseded by pkeyutl(1).

s_client
This implements a generic SSL/TLS client which can establish a
transparent connection to a remote server speaking SSL/TLS. It's
intended for testing purposes only and provides only rudimentary
interface functionality but internally uses mostly all
functionality of the OpenSSL ssl library.

s_server
This implements a generic SSL/TLS server which accepts connections
from remote clients speaking SSL/TLS. It's intended for testing
purposes only and provides only rudimentary interface
functionality but internally uses mostly all functionality of the
OpenSSL ssl library. It provides both an own commapd_line,
oriented protocol for testing SSL functions and a simple HTTP

Manual page openssl(1ssl) line 160 (press h for help or g
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